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n 1996, Congress enacted the Health Insurance Portability and Acco untability Act of 1996 (HIPAA). Thi s law requ ired safeguards to protect the sec urity and confidentiality of health information and it allowed Cong ress until August 21 , 1999 to pa ss comprehen sive health privacy legislation. If Congress did not act with in the required time period, the Act requ ired the U.S . Department of Health and Hum an Services (USDHHS) to create regulations for health privacy (USDHHS, 200 Ia) .
Thus, in Novembe r 1999 , becau se Congress had not acted, USDHHS proposed regulations intended to provide rights and protections against the misuse and disclosure of clients' health record s. After a period for comments, the USDHHS issued its final rule that included changes in response to the comm ents received in December 2000. Thereafter, USDHHS Secretary Tomm y Th ompson again opened the regulation up for additional comments.
President Bush and Secretary Th omp son allowed the regul ation to take effect on April 14, 200 I with the caveat that changes could be made during the following year to address potential problems. On Jul y 6, 200 I, USDHHS issued its first set of guidance to answer questions and to clarify issues related to the rule (USDHHS, 200 Ia).
WHAT IS THE PURPOSE OF THE REGULATION?
Prior to issuing the regulation, state laws protected against the use of disclo sure of information, but there were often gaps in the protection of privacy and confidentiality (USDHHS, 200I a). The purpo se of USDHHS 's regulation is to provide "national standards to protect individuals' medical records and other personal health information" (USD-HHS, 200 Ib). Client s are given more control over their health information because boundarie s are set for the release and use of the records.
The regulation also provides safeguards that health care providers must meet , and violators are held accountable with both civil and criminal penalt ies. However, state laws providing additi onal protections apply over and above the new federal regulation (USDHHS, 200Ib) .
WHO IS COVERED AND WHAT IS REQUIRED?
In general , co vered entities include:
health plans, health care clearinghouses. and those health care providers who conduct certain financial and administrative transactions (e.g., electronic billing and funds transfers) electronically (USDHHS, 200 la) .
However, USDHHS does not have the authority to regulate "employers, life insurance companies, or public agencies that deliver social security or welfare benefits" (USDHHS , 2001b) .
"[Clovered entities" are bound by the regulation "even if they contract with others (called 'business associates' ) to perform some of their essential functions" (USDHHS, 200 Ib). Business associates are defined as (USDHHS,200lb):
• A person or entity who provides certain functions, activities. or services for or to a covered entity. involving the use and/or disclosure of Iprotected health information].
• Not a member of the health care provider. health plan. or other covered entity's work force.
The guidance to the regulation also note s that a " health care provider, health plan, or other covered entity can also be a business associate to another covered entity" (USDHHS, 200 l b). Moreover, the guidance provides that the business associate requirements do not similarly apply to covered entitie s disclosing protected health information to providers for treatment purpo ses (USDHHS, 200 l b).
The regulation further require s covered entitie s to provide inform ation to their clients about individual privacy right s and how their information can be used. To this end, covered entities must adopt written privacy procedures that addre ss "who has acce ss to protected information, how it will be used within the entity , and when the information may be disclosed" (USDHHS, 200 Ia). The regulation allows some flexib ility becau se covered entities can create plans and procedures to fit their own size and needs.
Additionally, covered entities must designate a person to be responsible for ensurin g the privacy policies are followed and to train their employees in the privacy procedure s developed (USDHHS, 2001a, 200Ib) . Covered entities must also take steps to "ensure that their business associates protect the privacy of health information" (USDHHS, 200Ia) .
Clients must also have acces s to their medical record s. They will be able to see and copy their record s and must be given a history of routine disclosures (USDHHS, 200 Ia). Health care providers and health plans must also secure clients' record s that contain "individually identifiable health information so that they are not readily available to those who do not need them " (USDHHS, 200Ib) . Moreover, pursuant to the regulation, protected inform ation include s medical records and other individually identifiable health information used or disclosed by a covered entity in any form. whether electronically. on paper, or orally (USDHHS. 200 la).
In HIPAA , Congress required that covered entities will have 2 year s from the effective date of the regulation in whi ch to comply. 
WHAT IS CONSENT AND WHEN IS IT REQUIRED?
Pursuant to the regulation, most doctors. hospitals, or other health care providers with a direct treatment relationship with a patient must obta in a pat ient's writte n co nse nt befor e usi ng or di scl o sin g the patient' s personal health information to ca rry out treatment, payment . or health ca re operations (USDHHS,200 Ib).
Additionally:
separate patient authorization must be obtained for non -routi ne disclosures and most non -health care purposes . Clients will have the right to request restriction s on the uses and disclo sur es of the ir information (USDHHS, 200Ia).
In rel ation to the document required for consent. the regulation states:
The co nsen t docum ent may be brief and may be written in general terms. It must be written in plain language , infor m the individual that inform ation may be used and disclose d for [treatme nt, payment , or he alth ca re operations], state the pati ent 's rights to re view the provid er' s privacy notice. to request restrictions and to revoke conse nt, and be dated and signed by the individual (or his or her representative ) (US DHHS, 2001 b).
If a client refu ses to give con sent to the use or disclosure of information for treatment. payment, or health ca re operations. then the health ca re pro vider can refuse to provide treatment. Additionally, a health ca re provider need only obtain written consent one time from a client. However, in an emergency (or when a provider is required by law to treat a person ) or when there are substantial communication barriers , uses and disclosure s for treatment, payment, or health care operations may be permitted without prior con sent (USDHHS. 200 Ib).
Clients can revoke their consent in writing "except to the extent that the covered entity has taken action in reliance on the consent" (USDHHS, 200 Ib). Additi onall y. indi vidu al clients can request restrictions to uses or disclosures of information . While the provider is not required to abide by the restri ction reque sted , it is bound by the restrictions to which it agreed (USDHHS , 200lb) .
Health plans. health care clearinghouses. or health care providers with indirect treatment relation ships (e.g., a laboratory that interacts with physicians and not clients) may use and disclose information without obtaining a client' s consent. However, those entities can obtain consent if they choose to do so (USDHHS. 200 Ib).
Covered entities required to have clients' consents must retain the consent for 6 years from the date it was last in effect. If a covered entity is given con sent and is also given authorization to disclose protected health inform ation for treatment, payment, or health care operati ons. it may only disclose the inform ation in accordance with the more restrictive document unle ss the co nflic t is resolved with the individual. In addition, the regul ation provides that covered entiti es can rely on consents received prior to April 14. 2003 for uses and disclosure s of health information obtained prior to that date (USDHHS.200 Ib).
WHAT IS THE MINIMUM NECESSARY REQUIREMENT?
The regulation requires that covered entities take reasonable steps to limit the use. disclosure of. and requests for protected health information to the "minimum necessary" to acco mplish the intend ed purp ose. However, the regulation also states there are individuals to whom the minimum necessary requirement does not apply. Specifically, this provision does not apply to (USDHHS, 200 Ib):
• Disclosure to or requests by a health care provider for treatment purposes.
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• Disclosur es to the individual who is the subj ect of the informa tion.
• Uses or disclosures made pursuant to an authorization requested by the individual.
• Uses or disclosure s required for compliance with the standa rd ized HIPAA transactions.
• Disclosures to the USDHHS when disclosure of informat ion is required under the rule for enforcement purposes.
• Uses or disclosures that are required by other law.
Policies and procedures developed and implemented to this end must specify the person or persons needing access to the information to perform their job duties. The policies should also specify the categorie s of protected health information needed and the conditions appropriate to such access. Even for non-routine disclosures, covered entities need to develop reasonable criteria for determining, and limiting d isclosure to, only the minimum amount of [protected health information] necessary to accomplish the purpose of a non-routine disclosure (USDHHS , 2oolb).
Such non-routine disclosure must be viewed on a case by case basis in accordance with the criteria developed (USDHHS, 2001b) .
Situations also exist in which a covered entity may reasonably rely on the judgment of the reque sting party related to the min imum amount of information needed . Thi s reliance must be reasonable under the circumstances and is permitted when the requests are made by (USDHHS, 200 Ib):
• A public offici al or agency for a disclo sure permitted under [section] 164.512 of the rule.
• Another covered entity.
• A professional who is a work force member or busine ss associate of the co vered entit y hold ing the information.
• A researcher with appropriate documentation from an Institutional Review Board (lRB) o r Privacy Board.
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WHAT ARE THE PENALTIES FOR NON-COMPLIANCE?
In HIPAA, Congress established both civil and criminal penalties for the misuse of protected health information . Covered entities that misuse information may be subject to civil penalties of "$100 per violation, up to $25,000 per person, per year for each requirement or prohibition violated" (USDHHS , 200 Ia). Criminally, if there is a knowing violation of a client's privacy, covered entities are subject to penalties of 550,000 and I year in prison for obtainin g or disclosing protected health information ; up to $ 100,000 and up to 5 years in prison for obtaining prote cted health information under "false pretenses;" and up to S250.000 and up to 10 years in prison for obtaining or disclosing protected health information with the intent to sell, transfer or use it for commercial ad vantage, personal gain or malicious harm (USDHHS, 200l a).
